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1. AHHOTALMS

[IpodeccronanbHbIM MOZYJb [IM.02 Opraauzanus CETEBOTO
aJIMUHUCTPUPOBAHUSI OTHOCUTCS K MPOPECCHOHAILHOMY ITUKITY TTPO(hecCUOHATbHON
MOJATOTOBKH IO MporpaMMme IMOATOTOBKH CHEUAINCTOB CPEIHEro 3BeHa (jasee
[TICC3) cneunansaoctu 09.02.06 CeTeBoe 1 CHCTEMHOE aIMUHUCTPUPOBAHHUE.

C menpio OBNaJIeHUs] yKa3aHHBIM BHJIOM MPOGECCHOHATBLHON JesTENbHOCTH U
COOTBETCTBYIOILIMMH MPOPECCHOHATLHBIMUA KOMIIETEHLIMSIMU  CTYJIEHT B XOJ¢€
OCBOEHUS MPOPECCUOHATLHOIO MOA YIS JOJDKEH:

UMETh IPAKTUYECKUI OMBIT:

- YCTaHOBKHM, HACTPOHMKM U COMNPOBOXKICHHS, KOHTPOJS HCIOIb30BaHUS
cepBepa U padourXx CTaHIUH /I 0e30MacHoi nepeaadyu HHHOPMAIIHH.

OO0muit o0beM ydeOHOW Harpy3kd MO Mpo(EecCHOHAILHOMY MOIYIIO
cocraBisier /66 wyacoB, Harpy3ka BO B3aMMOJIEUCTBUM C MperojaaBaresieM
coctaBisieT 424 yaca, caMOCTOATENbHON pabOTHI — /2 yaca.

Conepxanue mpodecCHOHAIBHOTO MOMYJIS BKIIOYAET M3YYEHHE CIIETYIOIIMX
pa3elioB:

M/K.02.01 AgMuHHACTpUPOBAaHUE CETEBBIX ONEPALMOHHBIX CHCTEM.

Tema 1. YcranoBka u Hactpoiika Windows Server 2012 R2.

Tema 2. AnmunuctpupoBanue Windows Server 2012 R2.

Tema 3. OcHoBBI Linux.

M/IK.02.02 ITporpammHoOe o0OecrieueHrne KOMITbIOTEPHBIX CETEH.

Tema 1. IlpoekTupoBanue U peanusalus cepBepHOl HHPPACTPYKTYPHI.

Tema 2. Peanu3zaiiusi mpoABUHYTON cepBEPHON MHOPACTPYKTYPHI.

MJK.02.03 Opranu3zanusi aAIMUHACTPUPOBAHUSI KOMIIBIOTEPHBIX CHUCTEM.

Tema 1. [IpoekTupoBaHue U peanusaius cepBepHON HHPPACTPYKTYPHI.

Tema 2. Peanu3zaiiusi NpoABUHYTOM CEpBEPHON MHPPACTPYKTYPHI.

Texymuii KOHTPOJIL MPOBOAUTCS B (POpME OLIEHKU TECTUPOBAHUS, PEIICHUS
CUTYAIIMOHHBIX 3a/1a4 U BBIMOJHEHUS IPAKTUYECKUX padoT.

dopmMa MPOMEKYTOUHOM arrectauud — AuddepeHIupOoBaHHBIN 3ayer,
KBTM(DUKAITMOHHBINA SK3aMEH.



2. OBIIASI XAPAKTEPUCTUKA NMPO®ECCHUHOHAJIBHOI'O MOAYJIAA
2.1. Mecto npodeccnoHaTBHOT0 MOAYJISAA B CTPYKTYpPe MPOrpaMmMbl NOAT 0TOBKHU
CIeNUATUCTOB  CpeaHero 3BeHa: TnpodeccnoHampbHBIM  MOAyah  [IM.02
Opranuzanusi CeTeBOro aJMHUHUCTPUPOBAHUS OTHOCUTCS K TNMPOPECCHOHAIBLHOMY
y4eOHOMY IUKIY MNpo(eCCHOHAIBHOM TMOJATOTOBKM MPOrpaMMbl  MOATOTOBKH
CHEIUAINCTOB CPEIHEr0 3BEHA IO CHELHAIbHOCTU CPEIHEro MpodecCHOHaTBLHOTO
obpazoBanus 09.02.06 CereBoe u CUCTEMHOE aIMUHUCTPUPOBAHHUE.

2.2. lear ¥ mWIaHUpPyeMble Pe3yJbTaTbl OCBOCHHMSI MNPOJeCcCHOHATIBLHOIO
MOAYJIA

B pesynbrare wuzyudeHus mNpo(ecCHOHATLHOIO MOAYJS OOydYaroIIMICS JOKEH
OCBOUTH BHUJ JeATenbHOCTU: OpraHuzanusi CETeBOro aJIMUHUCTPUPOBAHUS U
COOTBETCTBYIOINIME eMY MpodhecCHOHAThHBIE KOMITCTCHITHH:

Kon HaunmenoBanue pe3ynbrara 00ydeHus

BJ1 Opranuzaliiysi CETeBOro aIMUHUCTPUPOBAHUSI.

IIK 2.1 AIIMI/IHI/ICTpI/IPOBaTB JIOKAJIbHBIC BbIYUCIUTCIIBHBIC CCTHU W IIPHUHHUMATDH
MCPEI ITO YCTPAHCHHNIO BO3MOKHBIX cOOeB.

[1K 2.2 | AIMUHHUCTPUPOBATh CETEBBIC PECYPChl B HHGOPMAIIMOHHBIX CUCTEMAX.

[IK 2.3 | ObecrieunBath cOOp JaHHBIX JUISI aHAIW3a  HCIONB30BAHUS M|
(YHKIIMOHUPOBAHUSL MPOTPAMMHO-TEXHUUYECKUX CPEJCTB KOMIBIOTEPHBIX
ceTel.

[IK 2.4 | BzaumoneicTBOBaTh CO CHENUAINCTAMU CMEXKHOTro Tmpodwis mpu
pa3paboTKe METOMOB, CPEICTB M TEXHOJOTUA TPHUMEHEHUS OOBEKTOB
npodeccuoHaIbHON JIeITEIbHOCTH.

OcBoenne mpodecCHOHATBPHOTO MOIYJIS HAMpaBlIEHO HA pa3BUTHE OOIIMX
KOMIICTEHIIWN:

Kon HaumenoBanue pe3ynbrara 00ydeHus

OK.01 | BeiOupath criocoObl permieHust 3aga4 MpoQecCHoHaIbHON NeATeIbHOCTH,
PUMEHHUTEIHHO K PA3IMYHBIM KOHTEKCTaM.

OK.02 | OcymiecTBasITh MOUCK, AaHAIM3 M HWHTEPHpPETAlHi0 HHPOpPMAIUH,
HEe0OXOIMMOM I BHITTOJIHCHHUSI 331249 MPO(ECCHOHAILHON ACSITEIHhHOCTH.

OK.03 |IInanupoBaTh W peaqM30BBIBATH COOCTBEHHOE MpPO(ECCHOHATBHOE U
JMYHOCTHOE Pa3BUTHE.

OK.04 | PaboTtaTh B KOJUIEKTHBE M KOMaHje, 2(pGEeKTUBHO B3aUMOJEHCTBOBATH C
KOJUTETraMH, PYKOBOJICTBOM, KIIMCHTAMH.

OK.05 | OcymiecTBiasITh ~ YCTHYHO M NHCHBbMEHHYIO  KOMMYHHKAIUIO  Ha
rOCY/IapCTBEHHOM SI3bIKE C Yy4YE€TOM OCOOCHHOCTEH COLMAIBbHOTO U
KYJbTYPHOTO KOHTEKCTA.

OK.06 | IIposiBnsiTE Tpa)KIaHCKO-TATPUOTHYECKYIO TMO3UIINAI0, JEMOHCTPUPOBATH
OCO3HAHHOE TOBEJEHUE HA OCHOBE TPATULHUOHHBIX OOIIEYEIOBEYECKUX
LICHHOCTEM, MPUMEHSTh CTAHAAPTHI AHTUKOPPYILIHMOHHOTO MOBEACHMUSL.

OK.07 | ConelicTBOBaTh COXpPaHEHHUIO OKPYXKAIOIIECH CPEJbl, PeCypcocOepexeHHI0,




7 (HEKTUBHO NEUCTBOBATH B UPE3BHIYANHBIX CUTYAITUSIX.

OK.08 | Mcnonb3oBath cpeactBa (PU3MYECKONM KyJAbTYpPBl ANl COXpPAHEHUS H
YKPEIUICHHUsI 3[I0POBbsl B Ipolecce MpopeCcCHOHAIBLHONW NESATETLHOCTH U
TOJ/ICPKaHus] HEOOXOMMOTO YPOBHSI (PH3HUECKON TTOTOTOBICHHOCTH.

OK.09 | Hcnonb3oBath HMH(OPMAIIMOHHBIE TEXHOJIOTHH B MPOQPECCHOHATBHON
JeSITEIIBHOCTH.

OK.10 | ITonp3oBaThes MpOQeCcCHOHANTBHON JOKYMEHTAIIMEN Ha TOCYIapCTBEHHOM
Y UHOCTPAHHOM SI3bIKAX.

OK.11 | Mcnionp30oBaTh 3HAaHUSA TO (PUHAHCOBOM TPAMOTHOCTH, TUIAHHPOBATH
MPEANPUHUMATENIBCKYIO ASATEIbHOCTh B MpodecCHoHaIbLHOM cdepe.

Pe3yibTaThl 00y4yeHus (3HAHUSI, YMEHUSI, IPAKTUYECKUI ONBIT)
B pesynbpTaTe ocBoeHUs TPO(HECCHOHAIBHOTO MOAYJISl 00 yJarOUIUICS TOJKEH:

UMETh — YCTAaHOBKM, HAaCTPOMKM M  CONPOBOXKIEHUS, KOHTPOJI
NPAKTUYCCKUI | HCIIOJIB30BAaHKUS CepBepa M PadOYMX CTaHIMU IS Oe30ImacHOM
OTIBIT nepegaynd HHOOpMaIUH.

YMEThb — IIPOEKTHPOBaTh  JIOKAIbHYIH  CE€Th, BBIOMpAaTh  CETEBBIE
TOIIOJIOT U U;
— HCHOJIb30BaTh MHOTO()YHKIIMOHAJIbHBIE npuOopbI

MOHUTOPHHTA, MPOrPaMMHO-aNIapaTHbIE CPEICTBA TEXHUYECKOIO
KOHTPOJISI TOKAIBbHOM CETH.

3HaTh — o0mme MNPUHIMUIBI TOCTPOSHUS CETEH, CETEBBIX TOIOJIOTUM,
MHorocinonHo Mojemn OSI, TpeboBaHUN K KOMIBIOTEPHBIM
CETSIM;

— apXUTEKTYpy HPOTOKOJIOB, CTaHIAPTH3alUHU CETEH, 3TaroB
POEKTUPOBAHUS CETEBOM MH(PPACTPYKTYPHI;

— 0a30BbI€ NPOTOKOJIBI U TEXHOJIOTUH JIOKAJIBHBIX CETEH;

— PUHUUIIBI IOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIBHBIX CETEH;

— cTaHAapThl KaOemneil, OCHOBHBIE BHUIbI KOMMYHHUKAIIMOHHBIX
YCTPOWUCTB, TEPMHUHOB, TMOHSTUH, CTAaHIAPTOB U  THUIOBBIX
3JIEMEHTOB CTPYKTYPUPOBAHHOMN KaOEJIbHON CUCTEMBI.

2.3. KoinuecTBO 4aCcOB, OTBOIMMO€E HA OCBOeHHE MPO(ecCHOHATBLHOI0 MOAYJIsl:
Bcero yacoB — 766 yacoB, B TOM 4HCIIE:
Ha ocBoeHue MJIK - 496 yacos, BKIroUas:
00s13aTeNbHON ayTUTOPHON yueOHOU Harpy3ku oOydaromerocsi—424 qaca;
CaMOCTOSITEILHON paboThl 0Oyuaronierocsi— /2 Jaca,
Ha MPaKTHKU:
yaeOHyro — 108 gacos;
POM3BOJICTBeHHYIO —144 yaca.




3. CTPYKTYPA U COAEP KAHUE NIPO®ECCHUOHAJIBHOI'O MOAYJIS IIM.02 OPTAHU3ALIUA CETEBOT'O
AIMMUHUCTPUPOBAHUA

3.1. Temaruueckuii nJiaH npogeccuoHaIbLHOr0 MO/

JIA

O0bem BPEMCHH, OTBeJeHHBI Ha 0OCBOEHHE MEKIUCHUIITIMHAPHOIO Kypca

IIpakTuka
(KypcoB)
Oo0s3aTeibHast ayAUTOPHAs yueOHasi HArpy3Ka
Kox odyuaromerocs E 5| § gE
npogecCHOHAIBHBIX HaumeHoBaHus pa3esioB Bcero @ Y E % < o E Z § § 5
u 00mux npogeccHoHaLHOr0 MOLYJIst 4acoB 2 . i < E = ;é = g 28 E‘ 8 = § E §
KOMIETeHUMi Beero, |teopermueck| £ 85 S E 8 ZoZE S2E5 ZF 88 $F |58
4acoB oe EE? SE¢ :ES_?; 2| E CEDE > 8
s 3 g 3 SE |3 8| = = =
= | g 27 |© = 2
= =
1 2 3 4 5 6 7 8 9 10 11 12 13
[IK21-IIK24 | MJK.02.01 252 220 112 - 108 - 32 - -
OK.01-OK.11 AJMUHUCTPUPOBAHUE
CETEBBIX OMEPALMOHHBIX
CUCTEM
[IK2.1-1TIK 2.4 | M/JIK.02.02 ITporpammHOe 120 94 46 8 40 - 26 - -
OK.01-OK.11 obecrieueHue
KOMIIBIOTEPHBIX CETEU
MK 2.1-TIK 2.4 | MJK.02.03 Opranusamus 124 110 66 8 36 14 (312;) ( 41:;)
OK.01-OK.11 aMMHHUCTPUPOBAHUS
KOMIIBIOTEPHBIX CUCTEM
I[IK 2.1 -TIK 2.4 |YueOHas mpakTUKa 108 - - - - - - - -
OK.01-OK.11
IIK 2.1 -TIK 2.4 |IIpou3BoAcTBEHHAs NIPaKTHUKA 144 - - - - - - - -
OK.01-OK.11
Ok3aMeH (KB (QUKAIMOHHBIH ) 18 - - - - - - - 18
Bcero: 766 424 224 16 184 - 72 - |18 108 144




3.2. TemaTuueckuii IJIaH U coaep:kanue npodeccuonanbHoro moxyJs I1IM.02 Opranusanusi CeTeBOro AAIMUHUCTPUP OBAHUS

Koanbr
HaumeHoBaHMe pa3iesioB KOMIIEeTeHIHIi,
Hpon?oi:;::}(lﬁﬂl\;;tom Coaep:kanue yueOHOTr0o MaTepuasa, JadopaTopHbie padoThl U MPAKTHYECKUE 3aAHATHSA, Oo0bem (l)opx)nT[())(I))l:)z::nm
CaMOCTOSITeJIbHAsI padoTa 00y4arommuxcs, KypcoBasi padora (Ipoekr) 4acoB
Me KM CHMIVINHAPHBIX crnocoocTByeT
kypcoB (MIK) u tem 3JIEMEHT y4eOHOI
AUCIHUNIHHBI
1 2 3 4
IIM.02 Opranu3anus ceTeBOro aAMUHUCTPUPOBAHMS .
MAK.02.01 AAMMHHCTPHPOBAHHE CETEBbIX ONMEPANMOHHBIX CHCTEM. 252
Tema 1. V¥YcranoBka u|CoaepkaHue yueOHOT0 MaTepuaJia 36 IK 2.1
HACTpoOliKa Windows |1-2 |O630p Windows Server 2012R2. VcranoBka Windows Server 2012R2. Hacrpoiika K 2.2
Server 2012 R2. Windows Server 2012R2 nmocne ycranoBku. O030p 3aaau no ynpasienutro Windows Server K 2.3
2012R2. Beeaenue B Windows PowerShell. [IK 2.4
3 |Beemenne B AD DS. O630p (yHKIHH KOHTpoOJUIEpa JOMEHA. YCTaHOBKa KOHTPOJLIEpa OK.0I-OK.I11
JIOMEHa.
4-5 |YmpaBieHue y4yeTHbIMH 3alMCAMM IMOJIb30BaTENe. YMpaBlieHUe IpynnaMu. YIpaBieHUe
YYETHBIMU 32U CSIMU KOMIIBIOTEPOB. JlenernpoBaHue aIMUHUCTPATUBHBIX 3a/1a4.
6-7 |Ucmonp3oBaHWe CpEACTB KOMAHAHONM CTpOKH i agmMuHHcTpupoBanus AD DS.
Ucnons3zoBanne Windows PowerShell mis ammunucrpupoanus AD DS. IlpousBenenue
MHO)KECTBEHHBIX ornepanuii ¢ ucnoiap3zoBanueM Windows PowerShell.
8 YcranoBka ponu DHCP cepsep. Hactpoiika DHCP o6nacteii. Ynpasnenue 6a3oii JaHHBIX
DHCP. 3amura u monutopuar DHCP.
9 [Tponiecc paspemenust umeH B Windows. YcranoBka cepsepa DNS. Ympapienue 30HaMu
DNS.
10 |OO630p MeTonoB XpaHEHHs IaHHBIX. YIpaBjieHHME NUCKaMH W ToMaMu. lMcmonb3oBaHue
MPOCTPAHCTB XPaHEHHS.
11 |3ammra QaiinoB 1 mamnok. 3anmTa Nanok CpeJcTBaMU TEHEBOro konupoBanus. Hactpoiika
Pabouux nanok. HacTtpolika cereBoii meyaTH.
12 |O630p rpymmoBoit monutuku. OOpaboTKa TPYNNOBBIX MOJMUTUK. [IpuMeHeHHE

HCHTPAJIM30BAHHOI'O XpaHUJIUIIIA AIIMI/IHI/ICTpaTI/IBHBIX abJI0OHOB.




13- |O0630p Oe3omacHocTu onepauuoHHbIX cucteM Windows. Hactpoiika napamerpoB
14 |6e3onacHocTtr. Orpanunuenue npukiagHoro I10. Hacrpoiika Opanamayspa Windows c
pacUIMPEHHOI 0€3011aCHOCTBIO.

15 |O0630p TexHonoruii BupTyanuzanuu. IIpumenenue Hyper-V. VmpaBieHue XpaHUIHUILEM
BUPTYaJIbHBIX MAIlIMH. YIIPaBJIeHUE BUPTYAJIbHBIMU CETSIMHU.

CamocTosiTesibHasi padoTa 00y4aroIMuXcs

CucremaTtnueckass mpopaboTKa KOHCIIEKTOB 3aHATUN, y4eOHOW M CHEelHalbHOM TEXHHYECKOi
mutepaTypbl. KoOHCIekTHpoBaHME TekcTa, paboTa CcoO ClIOBapsiMH U CIPaBOYHHKAMHU,
O3HAKOMJIEHHE C HOPMaTHUBHBIMU TIOKyYMEHTaMHM, Y4eOHO-HCClIeq0BaTeNbCKast paboTa pu caMoM
mMpokoM ucnosibzoBanun MutepHera n apyrux IT-rexnonoruil. IloaroroBka cooOmieHui k
BBICTYIUIEHUIO Ha CEMHHapax U KOH(pEpeHLusX; OAroToBKa pedepaTos, 1okinanos. Iloqroroka
K J1Ja0OpaTOPHBIM U MPAKTHUYECKUM padoTaM C MCMOJIb30BAaHUEM METOIMYECKUX PEKOMEHJAlui
npernojasatessi, ohopMiIeHHE 1a00PaTOPHO-IPAKTUYECKUX paboT, OTYETOB M MOATOTOBKA K UX
3alluTe.

10

Tema 2.
AJIMUHUCTPUPOBAHUE
Windows Server 2012 R2

Copep:xxanue yaeOHOro MaTepuaja

1 Hacrpoiika cepsepnoii posu DNS. Hacrpoiika 300 DNS. Hactpoiika nepenauu 3ou61 DNS.
VYpasnenue ciyx00i DNS u ycTpaHeHHe HeroJajokK.

2 O630p AD DS. Wcnonb3oBaHue BHPTYaJIM3UPOBAHHBIX KOHTPOJIJIEPOB JIOMEHA.
[IpumeHeHue KOHTPOJUIEPOB JOMEHa ¢ jaoctynoM Toiabko Ha uyrteHne (RODC).
AnmuauctpupoBanue AD DS. Yopasnenue 6a3oit nanaeix AD DS.

3 Hacrpoiika [Tomutuku naponeit u IlomuTuku O0KMpoBKM ydeTHOM 3anucu. Hacrpoiika
Ynpapnsiemoid ciry>keOHON yU4ETHOHN 3aImcH.

4 O0630p I'pynnosoii nonutuku. BHenpenue u axMuHuCTpupoBaHue ['pynIoBbIX MOJUTHK.
OO6nacth nefcTBUS U NMOPALOK 00paOOTKH ['pynmoBbIX MOJMTHK. YCTpaHEHHE HEIOoJao0K
IpUMEHEHUs [ pynnoBeIX MOIUTHK.

5 [Ipumenenne AAMHHHCTpAaTHBHBIX [1a0ioHOB. HacTpoiika npuMeHEHHs CKPUNTOB H
nepeHamnpasjieHus mnanok. Hacrtpoiika mnpeanoyreHnii B ['pynmoBod  MOJUTHKE.
YnpaBieHue NporpaMMHBIM o0ecrieueHreM dyepes3 [ pynnoByro MOIUTHKY.

6-7 |YcranoBka u Hactpoiika pomu Cepep CereBoii momutuku. Hacrpolika KIMEHTOB U
cepsepoB  RADIUS. Mertoasl npoBepku HOAIMHHOCTU cepBepa CeTeBOM MOJMTUKHU.
MoHuTOpHUHT 1 ycTpaHneHue Hemonaaok poiu Ceprep CeTeBoi MOJIUTUKH.

8 .0630p 3amuThl gocrymna k cetd (NAP). O630p mporecca mpuMeHeHHs! 3allUThI T0CTyIa K
cetn. Hacrpoiika NAP. Hacrpoiika npumenenns NAP uepe3 npunynurensHeie [PSec
B3aUMOJICHCTBHSI. MOHUTOPHHT U yCTpaHEeHHe Henonaaok NAP

36

IIK 2.1
IIK 2.2
IIK 2.3
[IK 2.4
OK.01-OK.11




9-10|O0630p TexHOJOTMHM YyAalleHHoro joctyna. Buenpenue texnonorun DirectAccess ¢
IIOMOIIBI0 MacTepa HadyaJbHOM HAcTpOWKW. BHenpeHue M ynpaBieHHE pPaCIIMPEHHOU
unppactpykrypoit DirectAccess. Buenpenne VPN. Buenpenue Web Application Proxy.

11- |O0630p mucneryepa pecypcoB (aiinoBoro cepsepa — FSRM. McnonszoBanue FSRM nis
12 |ympaBneHust KBOTaMH, (ailIoBBIM >KpaHUPOBAaHHMEM U OTYETaMHU 110 HCIIOJIb30BaHHIO
xpanuwinma. [IpuMmenenue knaccupuxanuu (GailaoB M 3amad Mo ymnpasieHHIO (aiimamu.
O0630p pacnpenenenHoit  (aitnmoBoit  cucrembr DFS. Hacrpoiika uMeHOBaHHOTO
npoctpancTBa DFS. HacTpolika U ycTpanenue Henosnaaok perrkanuu DFS.

13 |lIudpoBanue nuckoB ¢ wucnoip3oBanuem BitLocker. IludpoBanue ¢aitnoB ¢
ucnoas3oBanueMm EFS. HacTpolika pacuimpeHHOro ayaura.

14- |O0G30p cayx0Obl pa3BepTeiBaHus Windows. VYmpaBienue oOpazamu. Ilpumenenue
15 |pa3BepThiBaHUS C TOMOIIBIO CIYXObl pa3BepThiBaHus Windows. AJIMHUHHCTPUPOBAHHE
ciy>x0b1 pa3BepThiBanus Windows.

16 | O630p WSUS. Pa3pepreiBanre 00HOBJIeHUH nTocpenctBom WSUS.

17 |CpenctBa monutopuHra. Mcnonbp3oBanue MoHUTOpa MPOU3BOIUTENIBHOCTH. MOHUTOPUHT
YKYpPHAJIOB COOBITHIA.

CamocTosiTe/ibHasi padoTa 00y4aroIMXCcs

Cucrematuueckas mpopaboTKka KOHCIIEKTOB 3aHSTHH, y4e€OHON M CHEUalbHOM TEXHUYECKON
mutepaTypbl. KOHCIEKTHpoBaHWE TekcTa, paboTa CcoO CIOBapsMH M CHPABOYHHUKAMH,
O3HAKOMJIEHHE C HOPMATHUBHBIMU JTOKYMEHTaMH, Y4eOHO-HCCIIeq0BaTeNbCKas padoTa mpu caMoM

IMIMPOKOM HcHoib3oBaHnu MHrepHeta m npyrux IT-texnonmormii. IloaroroBka cooOmenuit x| 10
BBICTYILJIEHHIO Ha CEMHMHApax U KOH(EPEHMAX; MOAroToBKa pedeparos, 10Kianos. [loaroroska
K J1abOpaTOPHBIM U MPAKTHYECKUM PabOTaM ¢ MCIOJIL30BAHUEM METOJMYECKUX PEKOMEH AU
npernosaBatesis, ohopMieHre JTabopaTOPHO-MPAKTUHIECKUX PabOT, OTYETOB M MOATOTOBKA K MX
3aIuTe.
Tema 3. OcHoBs Linux. Coaep:kanue yaeOHOTo MaTepuaia 40 IK 2.1
1 3nakomctBo ¢ VM Ware vSphere. K 2.2
2-3 | ®aiinossie cucreMbl OC Linux. Co3gaHue U pa3MeTKa )KECTKOro JUCKa [IK 2.3
4-5 |Bapuantsl ycTaHoBKH. Pe3epBHoe konuposanue. Co3naHne CHUMKOB. PasMeTka )KeCTKOro 1K 2.4
OK.01-OK.11

TUCKA.

6-7 |IIpotokon HTTP. Be6-cepsep Nginx. OOpaTHoe npokcupoBanue B Nginx.

8 [TpoTokon DNS

9 [Tporokoa DHCP

10 |IIporokon FTP. ®aitnosast cucrema NFS. ®aitnosslii cepsep Samba.




11 [CYBJ MySQL. CYBJ] MongoDB

12 |Konreitnepsl Docker.Crioco0sI ¢Bsi3u koHTeHHEepoB Docker.

13 |IIpoextupoBanue. BBenenune. Anamus tpeboBanuid. Peanmuszanus cuctembl. CocTaBiieHue
JIOKYMEHTAIIUU

CamocTosiTesibHAsA padoTa 00y4aromuxcs

CucremaTtnueckass mpopabOTKa KOHCIIEKTOB 3aHSATHUN, Y4eOHOW W CHEIHATbHOW TEXHHYECKOMH
mutepatypsl. KoHcmekTupoBaHue TekcTa, padoTa CcO CcIoBapsIMH U CIPaBOYHHUKAMHU,
O3HaKOMJIEHHE C HOPMaTUBHBIMU JOKYMEHTaMH, y4eOHO-ICcCIeq0oBaTeNbcKas paboTa Mpu caMoM
HIMPOKOM Hcronb3oBanun MHTepHera u apyrux IT-rexnosornii. [loaroroBka cooOmeHuid K
BBICTYIJIGHUIO Ha CEMHHapax M KOH(GEepeHUHUsX; MOAroToBKa pedepaTos, noknanos. [lonrotoBka
K J1a0OpaTOpPHBIM M MPAKTUYECKUM paboTaM C MCIOJIb30BAHUEM METOJINYECKUX PEKOMEHIALUM
npernojaasaressi, opopMiIeHHE TaOOPaTOPHO-NIPAKTUYECKUX paboT, OTUETOB U MOATOTOBKA K UX
3aIIUTe.

12

IlepeyeHb J1a00pPATOPHBIX 3aHATHIA

Hacrpoiika u ycTpaneHue Hemosaaok ciry:k0e1 DNS.

[Mopnepxka ADDS

YHpaBJIeHI/Ie I10JIb30BATCJIbCKUMH U CJ'Iy>KC6HLIMI/I YYCTHBIMU 3aIIUCAMUA

Buenpenue nHGpacTpyKTypbl [ pyNImoBIX MOTUTHK

YHpaBJ'ICHI/Ie IOJIb30BATCJIbCKUM pa60q1/1M CTOJIOM 4YCpE3 prnl’IOBy}O IIOJIMTHUKY

YcranoBka u HacTpoiika poau CepBep CeTeBol MOIUTHKU

[TpMeHeHr e 3aIuThI IO0CTYIa K CETH

Buenpenue texnonoruu DirectAccess ¢ TOMOIIBIO MacTepa HauadbHOW HACTPONKHU

Pa3BepThiBaHme paciimpeHHON HHPpacTpyKTypsbl DirectAccess

Bueapenne VPN

Buenpenune Web Application Proxy

Hacrpoiika Kot u ¢aiinoBoro sxpanuposanusi B FSRM

[Ipumenenue DFS

Hactpoiika mudpoBanus 1 pacIIMPeHHOr0 ayanTa

Hcnonp3oBanue ciry:0b1 pazBepThiBanus Windows st pazseptseiBanus WindowsServer 2012

BHeI[peHI/IC YHpaBJICHUA OOHOBJICHUSIMHU

Monutopunr WindowsServer 2012
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M/K.02.02 IIporpammHoe o0ecnieyeHne KOMIIbIOTEPHBIX CeTeil.
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Tema 1. Peammzanus
KJIIMEHTCKOMN

UH(QPACTPYKTYPBHI.

Coaepxanue yueOHOro MaTepuaja

1

O030p JKM3HEHHOTO LMKJIA KIMEHTCKHMX KOMIbIOTEpoB mpeanpustus. OneHka
000py10BaHUS U TOTOBHOCTH HH(PPACTPYKTYphI K pa3BepThiBaHuI0 KineHTckux OC. O630p
METOA0B pa3BepThiBaHus KiaueHTckux OC B cpene opraHu3anuu. TexHOIOruu
JUIEH3UOHHON aKTHBAIIUU JIJISI KIIMEHTCKUX KOMIBIOTEPOB B opraHusanuu. [lnanupoBanue
crpateruu pa3BeprbiBaHus kiaueHTckux OC. COop maHHbIX 00 uHpacTpyKType.
Peasmzanus pelieHus: JMUEH3MOHHON aKTUBALIUY.

O0630p ¢opmartoB obpaza Windows. OO030p cpeacts ympasieHus obpasamu (Image
Management). OueHka OusHec-TpeOOBaHUN MJId MOAJMEPKKU CTPAaTEru YIpaBJCHUS
o0Opa3zamu.

Peanuszanus neHTpanu3oBaHHOro pewmeHuss 1o Oe3omacHoctd  kiueHTckux  OC.
[TnanupoBanue u peanusauust BitLocker. IInanupoBanue u peanuszanus mm@poBaHUs C
nomomito EFS. Hacrpoiika Oe3omacHoctn kimueHTCKUX OC ¢ TOMOIIBIO T'PYHIIOBOM
nosmtuku. Hacrpolika mmdpoanus qucka ¢ nmomonrsio BitLocker. Peanuzamus pemenus
ueHTpaiuzoBaHHoro ympasienuss EFS. Peanuzanus peieHuss aias BOCCTaHOBJICHUS
¢aiinos, 3anmimenasix EFS.

0O630p Windows ADK. VYmpaBnenue cpenoii mpemxyctaHoBkn Windows (Windows PE).
Co3manue wucxomgHoro obpaza c¢ mnomombio Windows SIM u Sysprep. 3axBar u
00CITy>)KMBaHHUIO ATaJIOHHOTro obOpa3a. HacTtpoiika n ynpasineHue ciyx00il pa3BepThIBaHUS
Windows (Windows Deployment Services). Hactpoiika Windows PE. VYctanoBka
STAJOHHOTO KOMITBIOTEpAa C TOMOIIbI0 (aitna orBeroB. (OOpaboTKa 3TaJIOHHOTO
KoMIibloTepa ¢ momotibio Sysprep. Coznanue ¢aiina orBeroB ¢ momouipio Windows SIM.
VYcTaHOBKa 3TaJJOHHOTO KOMIIBIOTEPA C TOMOMLIBIO (paiina oTBeTOB. OOpabOTKa 3TAJIOHHOTO
KOMITIBIOTEpA c MTOMOILBIO Sysprep. Services [TnanupoBanue cpenbl
WindowsDeploymentServices. YcranoBka u HacTpoiika cepBepHoit poaun WDS. 3axsar
sTaJIOHHOrO0 00pa3a ¢ momombio WDS. Pa3zeepteiBanne oOpasa ¢ momoripro WDS

O0630p cmoco0OB MUTpAllMU MOJIB30BATENbCKOW cpenbl. l[lnaHupoBaHHE MUTpALUU
MOJIb30BaTEIbCKOM cpeabl ¢ momornibio USMT. Murpamus coCTOsIHUS MOJb30BaTelNs C
nomouipto USMT. IlnaHupoBaHue MHTpalMv MOJIb30BATENbCKOW cpenbl. Co3maHue u
HacTpoiika XML-daiitnoB USMT. COop nmaHHBIX H BOCCTAHOBJIEHHUS MNpoduiis
nosib3oBaTesst ¢ nomoiblo USMT. BeilnonHeHHe MUTpalliy ¢ CO3AaHUEM KECTKUX CCBUIOK.
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6 [TnanupoBanue cpenst Lite Touch Installation. Peanuszamus MDT 2012 s Lite Touch
Installation. MuTerpauus cinyx6 passepreiBanus Windows ¢ MDT. IlnanupoBanue cpembt
Lite Touch Installation. Ycranoska MDT 2012 u HeoOXxoguMbIX KoMIoHeHTOB. Co3nanue
u "Hactpoiika MDT 2012 Deployment Share. Pa3sBepTriBanue u 3axBat o0pa3a 3TaJOHHOM
OC. Unrerparusa WDS ¢ MDT 2012 nnst oO0eciedeHus Bo3MoxkHocTel 3arpy3ku PXE.

7 [TnanupoBanue cpeabl Zero Touch Installation. IToaroroBka caiita miis pa3BepThHIBaHHS
OC. ITocTpoeHue 3TaJOHHOrO 00pa3a Ha OCHOBE MocieaoBaTenbHOCTH 3a1au Configuration
Manager. HMcnons3oBanue mnocienosarensHocTd 3azady MDT g passeprbiBaHUsA
KIMEeHTCKUX 00pa3oB. [lmaHupoBaHue MHPPACTPYKTYphl pa3BepTHIBAHHUS OINEPallMOHHON
cuctembl. [Toaroroska cpenst Zero Touch Installation. HacTpoiika makeToB pa3BepThHIBaHHS
1 00pa3oB cuctemsl. [Toaroroska cpenst Zero Touch Installation

8 O0630p cnyxObl ymaneHHoro pabodero crosia. IlmanupoBanue cpensl Remote Desktop
Services. Hacrpolika pa3BepTbiBaHUsS HMHQPACTPYKTYPbl BUPTyaJIbHbIX PabOYMX CTOJIOB.
Hacrpoiika mocryma k kiMeHTaM Ha oOcHOBe ceaHcoB (Session-Based Desktop).
Pacimpenue cpeast Remote Desktop Services B ntepuer. [InanupoBanue cpeasl Remote
Desktop Services. HacTpoiika cuieHapust HHGPacTpyKTYpbl BUPTYyaJIbHBIX paOOYUX CTOJOB.
Hacrpoiika ciieHapusi 1ocTyna Ha OCHOBE ceaHCOB. [[poekTupoBaHWE MOJIUTUK IILIHO30B
RDS. Hactpoiika nuiro3oB RDS

9-10|O0630p BupTyanm3anuu npoduis moib3oBarens. [maHupoBaHWe BUPTyaIU3aIMi MPOGUIsL
nonp3oBaTens. Hactpoiika mnepemeniaeMbix mpoduiieii, mNepeHanpaBiIeHUs] TanoK |
aBTOHOMHBIX (offline) ¢aiinoB. Peanm3zanus BuUpTyaim3anuu paOdOTHl MOJB30BATENS OT
Microsoft (Microsoft User Experience Virtualization). IlmanupoBanue BHpTyalu3auu
npoduis nonp3oBaresns. Peanuzanus BupTyanu3aniy npoQuiis NojJb30BaTesl.

CamocrosiTesbHas padoTa 00y4ar0NIUXCs

CucremaTnueckass npopabOTKa KOHCIIEKTOB 3aHATHH, y4eOHOW M CIelHabHOM TEeXHUYECKOM
outepatypbl. KoHcmekTHpoBaHue TekCTa, paboTa CcO CIOBAapsAMH U CHPAaBOYHUKAMH,
O3HAKOMJIEHHE C HOPMAaTHUBHBIMH JOKyMEHTaMH, y4eOHO-UCCIIe0BaTeNbCKas paboTa pu caMoM
nmpokoM ucnoisibzoBanuu MuTepHera u apyrux IT-rexnonoruil. IloarotoBka cooOmieHuit k
BBICTYIUIGHUIO Ha CEMHHapax U KOH(pEepeHUUsX; MOAroToBKa pedepaTos, nokinanos. [loaroropka
K JJAOOpaTOpPHBIM U MPAKTUYECKUM pabOoTaM C MCHOJb30BAaHMEM METOJUYECKHX PEKOMEHIaluit
npernojaBaressi, opopmieHHe J1a00paTOPHO-TIPAKTUIECKUX padOT, OTYETOB M MOATOTOBKA K UX
3aluTe.
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Tewma 2. Peanmusanus cpensl
HaCTOJIBHBIX HpHJ’IO)KGHHfI.

Coaepxanue yueOHOro MaTepuaja

1

Omnpenenenue Ou3Hec-TpeOOBaHMI A pa3BepThIBaHUS MpuiokeHuid. O030p crpaTeruu
pa3BepThIBAHHMS NPWIOKEHUH. BBIOOp MOAXOIAIIEH  cTpaTeruu  pa3BEepPThIBAHUS
MIPUJIOKCHHH JITSI ohuca.

Jluaraoctrka mpo0JyieM COBMECTUMOCTH MpHIIoKeHUd. OleHKa U peanu3aus perieHui 1mo
BOCCTaHOBJIEHHIO. PemieHne mnpoOieMbl COBMECTMMOCTH C Momolnsio  Application
Compatibility Toolkit. YcranoBka u Hactpoitka ACT. AHanu3 MOTEHIIMAIBHBIX MPOoOJeM
COBMECTUMOCTU. PemieHue mnpobiieM COBMECTUMOCTH MPHUIIOKEHUH. ABTOMATH3ALIM
pa3BepTHIBAHUS IPOrPAMMHBIX CPEICTB O0ecreueHmsi COBMeCTUMOCTH (shims)

PazBepThiBaHMEe TIPUIIOKEHUNH C TIOMOIILIO TPYNIOBBIX MOJUTUK. Pa3BepThiBaHUE
npuiiokenuii ¢ momoiipo Windows Intune. PasBepThiBaHue NPHUIOKEHUH C IOMOIIBIO
I'PYNIOBBIX NOJMTHK. 3amyck cumyJsiiuu Windows Intune.

Konnenmuu pasBepThiBanus npuiokeHuil ¢ momoinpto Configuration Manager 2012.
Pa3pepreiBanue mnpunoxeHuid ¢ nomompio Configuration Manager 2012. Co3nanue
3anpocoB Configuration Manager 2012. Co3ganue KOJUIEKIIUi TT0Ih30BATEICH U YCTPOWCTB
Configuration Manager 2012.

Konnenmuu  pasBepThiBaHHS  CaMOOOCITY>KMBAEMbIX MPUIIOXKECHU . Hactpoiika
CaMO00 CITYKHBAEMBIX MPUIIOKEHU N c Windows Intune. Pa3BeprhiBanus
camooOciyxuBaemMblx mpuinokeHuid ¢ Configuration Manager 2012. Pa3BeprbiBaHus
camMoo0ciIyXKMUBaeMbIX MpuiioxkeHuil ¢ Service Manager 2012. ITogroroka System Center
Configuration Manager 2012 nns momnepxku Service Manager 2012 Self-Service Portal.
Hacrpoiika  ServiceManager 2012  Self-ServicePortal. IIpoBepka BO3MOXKHOCTH
peI0CTaBICHHUS TIPHIIOKCHUH M0JIb30BaTesiM ¢ moMoinkio Self-Service Portal.

Onenka TpeOOBaHMI BHPTyaJM3alluu npeacraBieHuil. [lnanupoBanne nHOPacTpyKTypsl
BUpTyaM3allik TpeAcTaBieHuil. Pa3BepThiBaHne WHGPACTPYKTYphl BUPTyaTu3alun
npezacTaBieHuil.  Pa3BepTeiBaHue  MHQPACTPYKTypbl  BBICOKOH  TOTOBHOCTH  JUIS
BUPTYaJIM3ALUU IPEICTaBICHUN

Omnpenenenue CTpaTeruy MPEACTABICHUN BHUpPTyaln3alluu NpuioKeHuil. Pa3BeproiBanue
yaaieHHoro pabouero ctoma, RemoteApp, m RD Web Access. Pa3sepreiBanue
npwiokennii Ha RD Session Host. Hactpoiika u pa3BepThIBaHHE NPHIOKCHHUI
RemoteApp. IIpoBepka BO3MOKHOCTH MCIOJIb30BaHUS MPUIOKEHUI ¢ momombio RD Web
Access.

O630p Mojaeneil  BuUpTyanu3aluu  NpUiIoKeHUW. Pa3BepThiBaHME  KOMIIOHEHTOB
UH(pacTPyKTYphl BUPTyalu3alMu TpHIOKeHUH. HacTpolika KIMEHTCKOW MOJAEPKKH
BUpTyaJlM3alluu npuioxxeHuid. IlnanupoBanue pasBepTeiBaHuss App-V  poneil u
KoMnoHeHTOB. Pa3BepThiBaHue HHPpacTpykTypbl App-V. Hacrpoiika knuenta App-V
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9-10 | [TonroToBKa MPHIIOKEHHIA JJIs BBITOIHEHUS B cpene App-V. PazBepTriBaHUE MPHITOKECHUIH
App-V. VYcranoBka u HacTpoiika App-V Sequencer. [loaroroBka mnpuiioKeHHH K
BUpTyanu3auuu. PasBepTeiBanue App-V mnpuioxeHudt ¢ mnomouibto  Configuration
Manager.

CamocTosiTe/ibHasi padoTa 00y4aroIuXxcs

Cucrematuueckas mpopaboTka KOHCIICKTOB 3aHSTHH, Y4eOHONH M CHEUalbHOW TEXHUYECKON
mutepaTypbl. KOHCIeKTHMpoBaHME TekcTa, paboTa CcoO CIOBaps MM M CIPAaBOYHHUKAMH,
03HAKOMJIEHHE C HOPMATUBHBIMHU JOKYMEHTaMH, y4eOHO-HCCIe0BaTeNbCKast paboTa IpH caMoM
mMpokoM ucnosibzoBanun MutepHera n apyrux IT-rexnosoruil. IloaroroBka cooOmieHui k
BBICTYIUJIGHUIO Ha CEMHHapax M KOH(pEepeHUUsX; MOAroToBKa pedepaTos, nokinanos. [loaroropka
K JJaOOpaTOpPHBIM U MPAKTUYECKHM PabOTaM C MCHOJIb30BAaHUEM METOAMYECKUX PEKOMEHAAIHi
npernojaasarens, opopMIIeHHE TaOOPaTOPHO-IPAKTUYECKUX pabOT, OTYETOB U MOATOTOBKA K UX
3aIIuTe.

12

IlepeyeHb NPAKTHYECKUX U JTA0OPATOPHBIX 3aHATHH

OI.ICHKa U ONpCACIICHUC MapaMETPOB Pa3BCPThIBAHU S

[TnanupoBaHME CTPATErHH YIPaBJIeHUs 00pa3aMu

HaCTpOﬁKa 0€30IaCHOCTH KJIIMEHTCKUX CUCTEM

Hacrpoiika mmdpoBanus ¢ainos ¢ momonipio EFS

[ToaroToBka o0pasa u cpeapl mpenycraHoBku Y cranoBka Windows ADK

Coznanue stanonHoro odpasa ¢ momotnibio Windows SIM u Sysprep Coznanue ¢aiina orBeToB ¢ momonipio Windows SIM

Coznanue u o0ciyKMBaHUE YTAJIOHHOTO 00pa3a

Hacrpoiika u ynpasienue Windows Deployment Services ITnanuposanue cpenbt Windows Deployment Services

ItanupoBaHue U peaausaliysi MUTPaIMU M10JIb30BATEILCKON CPEbI

Mnrpaum[ COCTOSAHHUA IMOJIB30BATCIIA C CO3JaHUEM XKECTKHUX CCBHIJIOK

[InanupoBanue u pazpeproiBanue KireHTCkux OC ¢ nomombio MDT

IlogroroBka CpCabl AJIA pa3BCPThIBAHUA OHepaHHOHHOﬁ CHUCTCMBI

Hcnoas3zosanue MDT u Configuration Manager nist moarotoBku Zero-Touch Installation

[TnanupoBanue u peanuzanus nHGpactpykrypsl Remote Desktop Services

Pacmupenne nocryna k Matepuer aist undpactpykrypsl RDS

Pa3BepThiBaHue M MOACPKKA BUPTYATIH3aLUU TPOGUIISI OJIB30BATENS

[IpoexTupoBanue u peanusanus GaisioBeIX CIyx0

Peaymzanus Client Endpoint Protection Hactpotika Touku Endpoint Protection

Hactpoiika Data Protection /51l JaHHBIX KIIMEHTCKOTO KOMITBIOTEpA

MOHUTOPHHT NMPOU3BOIUTENBHOCTH U paboTocnocodHocti nHppacTpykTypsl KareHTckunx OC Hacrpoiika
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MAK.02.03 Opranu3zanus aAMUHUCTPUPOBAHHUS KOMIIbIOTEPHBIX CHCTEM.

124

Tema 1. ITpoextupoBanue u| Coaepxkanue yueOHOro Mmarepuaia

peanu3anus cepBepHOi | 1
UH(QPACTPYKTYPBHI.

Pexomennmanuu no anrpeiiny u murpanuu. CosnaHue IUIaHa anrpeijia U MUrpanuu
cepBepa. [lmaHnpoBanne BUpTyaJu3alvu.

Breibop moaxonsimielt cTpaTermm co3gaHus o0pa3oB cepBepa. BHempeHue crparteruu
ABTOMATHUYECKOT0 pa3BEPTHIBAHUSI.

O630p nucrierdyepa BUpTyasnbHbIX MamuH B System Center 2012 R2. Peamuzanus
Ooubmuorek W mpoduiiel agucneTrdepa BUPTyaJdbHBIX MamuH. IlmanupoBanme u
pasBepThIiBaHHE Ccly)k0 VMM.

[IpoextupoBanue neca AD DS. IlpoektupoBaHue u peamzalus JAOBEPUTEIbHBIX
OTHOIICHHH MEXITY Jecamu. [IpoextupoBanue WHTETPALHH ADDS c
WindowsAzureActiveDirectory. TIlpoektupoBanue u co3ganue jgomeHoB AD DS.
IIpoektupoBanne mnpocrpancte uMeH DNS B cpene AD DS. IIpoektupoBanue
JIOBEpUTENIbHBIX oTHOMmeHu AD DS.

[InanupoBaHue AenerupoBaHusl aJMUHUCTPATUBHBIX 3a1ad. [IpoekTupoBaHNE CTPYKTYpHI
noapaznenenuii OU. IIpoektupoBanue u BHenpenue crpareruu rpynn AD DS.

6-7

Cb6op Tpebyemoit wHboOpmManuu UII  MPOEKTUPOBAHUS  TPYINIOBBIX  MOJUTHUK.
[IpoekTupoBaHWEe W BHEIPEHUE TPYNIOBBIX IMOJUTHK. [IpoekTHpoBaHWe 00padbOTKH
IPYNIOBBIX MOJUTHK. [[TaHUpOBaHUE YIIpaBICHHS TPYITIOBBIMU MOJUTHKAMHU.

8-9

[TpoexTupoBanue u peanuszaius caiitoB Active Directory. [IpoekTrpoBaHue perjukanuu
Active Directory. IIpoekTupoBanue pa3MelieHus KOHTPOJUIEPOB JOMeEHA. Bupryanuzanus
KOHTPOJLIIEpOB ioMeHa. [IpoekTrpoBaHue BBICOKOW JOCTYIHOCTH KOHTPOJUIEPOB JOMEHA.

10-
11

[TnanupoBanue u BHenpenue 1SCSI SAN. IlnanupoBanue u BHeapeHue Storage Spaces.
OnTtumuzanus GaiaoBbIX CyX0 7151 GUITHATOB.

12-
13

O030p mnpoekTupoBaHusi Oe3omacHocTH cerell. I[IpoekTMpoBaHue U BHEApPEHHE
ucnonb3zoBanuss Windows Firewall. IlpoexktupoBanue u BHeapeHUE HHOPACTPYKTYpPbI
NAP.

15

[InanupoBanue wu BHenpeHue DirectAccess. IlnanupoBanue u BHenpenue VPN.
[InanupoBanue u BHeapenue Web Application Proxy. IlnanupoBanue Ci0XHOMR
MHPPACTPYKTYPhI YAAJIEHHOIO JOCTYIIA.
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CamocrosiTesibHasg padoTa 00y4ar0IIUXCs

Cucrematuueckas mpopaboTka KOHCIIEKTOB 3aHSTHH, Y4e€OHONH M CHEIUalbHOM TEXHUYECKOH
mutepatypsl. KoOHCIEKTHpoBaHHME TEKCTa, padoTa CO CIOBapsIMM M CIIPABOYHUKAMH,
O3HAKOMJICHHE C HOPMATHUBHBIMHU JIOKYMEHTaMH, y4eOHO-HCCIe0BaTEIbCKasl padoTa Mpy CaMoM
HIMPOKOM Hcnonb3oBanun MutepHera m apyrux IT-rexnonoruii. IloaroroBka cooOuieHuid K
BBICTYIUUICHUIO Ha CEMHHApaX M KOH(PEPEeHIHUsX; MOAroToBKa pedepaTos, nokmnanos. [loaroroBka
K JJa0OpaTOpPHBIM M MPAKTUYECKUM paboTaM C MCIMOJIb30BAHHUEM METOAMYECKUX PEKOMEHIAIMI
npenojaBaressi, opopmieHne J1a60paTOPHO-TIPAKTUIECKUX padOT, OTYETOB M MOATOTOBKA K UX
3aIlHTE.

Tema 2.

Peanuzaumss npoaBUHYTOH
CEepBEPHOU
UH(PACTPYKTYPBHI.

Copep:kanue y4eOHOTr0 MaTepuajia

1 0630p O] nmpennpusitus. O630p kommoneHt SystemCenter 2012 R2

2 [InaHupoBaHue  pa3BepTbIBaHHSA  JUCIETYEpa  BUPTyalnbHbIX  MammH  (VMM).
[InanupoBaHue U peanu3anus CEpBEPHON BUPTYaIU3aLHH.

3 [InmaHnupoBaHue cUCTEM XpaHEHUS JJIsl BUpTyann3auuu. Peannsanus cucTeM XpaHEHHs JUIA
BupTyasm3anuu. [lnaHupoBaHne uW peanu3amusi CETEeBOM HHQPPACTPYKTYpPBI IS
BUpTyaju3anuu. [liaHupoBanue u peanusanus BUpTyaJu3aluyl CETH

4 [InanupoBanue mnapaMeTpoB BUPTyaJbHbIX MamMH. [lOArOTOBKAa K pa3BEpTHIBAHUIO
BUPTYaJIbHBIX MAIIMH C HCIOJb30BAHMEM JHUCIIeTYEpa BUPTYyaJdbHbIX MamuH (VMM).
Pa3BeprhiBaHue BUPTYyadbHbIX MaluH. [I1anupoBanue u peanusanus permku Hyper-V

5 [InanupoBanue U peannsalus aBTOMaTU3aIMU ¢ ucnoiab3oBanueM System Center 2012 R2.
[TnanupoBanne u peaymsanus MicrosoftSystemCenterAdministration. ITnanupoBanue u
peanmuzanusa Self-Service ¢ ucnonp3zoBanuem System Center 2012 R2. [InanupoBanue u
peanm3anys yCTaHOBKH OOHOBJICHHI B MHPPACTPYKTYPE CEPBEPHOI BUPTYaIH3aIUU

6 [TnanupoBanne  MoHuTOopuHra B Windows Server 2012  R2. 0630p
SystemCenterOperationsManager. [1nanupoBaHre U HACTPOMKa KOMIIOHEHT MOHUTOPHHTA.
Hactpoiika B3anmoperictsusi ¢ VMM

7 [InanupoBanue u peanusauust Storage Spaces. [lmanupoBanue u peanmuszanus DEFS.
[LnanupoBanue u peanuzanus NLB

8 [TnanupoBanne  WHOPACTPYKTYPhl  OTKAa30yCTOMYMBBIX  KJIACTEPOB. Buenpenue
OTKAa30yCTOMYMBOro Kiacrepa. llnaHupoBanwe M peanu3auus CHCTEMBbl YCTaHOBKU
OOHOBJICHMI IS OTKAa30yCTOMYMBOro Kiacrepa. MHTerpamust 0TKa30yCTOWYUBBIX
KJIacTepoB M BUpTyahuszanuu. [lnanupoBaHue pacnpenenéHHbIX OTKa30yCTONYMBBIX
KJIACTEPOB
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9 O0630p ctpaternu Oecnepeboiinoit pabotTel. [IlmaHupoBaHWe W peanm3amust CTpaTEruid
pe3epBHOro konupoBanus. [LilanupoBanue u peanusanusa BocctaHoBlieHus. [ImanupoBanue
1 peaji3alud pE3CPBHOI0 KOIIUPOBAHHWA M BOCCTAHOBJICHNA BUPTYaAJIbHBIX MAIlIWH

10- |IlmanupoBaHMe U pa3BEepThIBAHME YAOCTOBEPSIOMMX IEeHTpoB. I[lmaHupoBanue u
11 |peamuzanmst mabnoHOB cepTuduUKaToB. [ImaHMpoBaHue M peanu3alvs BBIJAYU U OT3hIBA
ceptudukaron. [ImannpoBanue u peann3anusi apXUBAIMHA U BOCCTAHOBIICHU S KITFOUEH

12- |IInmanupoBanue u peanuzanus HHPpacTpykTypsl AD FS. IlnanupoBanue u peammzanus AD
13 |FS Claim Providers u Relying Parties. [InanupoBanue u peammzauus AD FS Claims u
Claim Rules. [1nanupoBanue u peanuzauus Web Application Proxy

CamocTosiTe/ibHasi padoTa 00y4aroInxcs

Cucrematuueckast nmpopaboTKka KOHCIEKTOB 3aHSTHH, y4eOHONH M CHEIUalbHOM TEXHUYECKOH
mutepatypsl. KoOHCIEeKTHpOBaHHME TEKCTa, padoTa CO CIOBapsIMM M CIIPAaBOYHUKAMH,
O3HaKOMJIEHHE C HOPMAaTUBHBIMU JOKyYMEHTaMH, y4eOHO-1CClIeq0BaTeNbCKasi paboTa pu caMoM
IIMPOKOM Hcronb3oBanun MHTepHera um apyrux IT-rexnosorumii. [lToaroroBka cooOmeHuld K
BBICTYIUIGHUIO Ha CEMHHApaxX W KOH(PEpEeHIUIX; MOATr0TOBKa pedepaToB, N0KIan0B. [loaroropka
K JJAOOpaTOPHBIM U MPAKTUYECKHM PabOoTaM C MCHOJIb30BAHUEM METOJUYECKHX PEKOMEHIAIUN
npernojaasaressi, opopMiIeHHE TaOOPaTOPHO-IPAKTUYECKUX paboT, OTYETOB U MOATOTOBKA K UX
3aIIUTe.

IlepeyeHb NPaAaKTHYECKUX U J1a0OPATOPHBIX 3aHATHI

OcymecTBieHre KOH(UTYPHPOBAHUS TPOrPAMMHOT0 00ECIIeueHHsI Ha CepBepax U pabovYMX CTAHIIHSX.
YcTaHOBKa ITpaB TOCTyIAa M KOHTPOJIb UCIOJIb30BaHUS CETEBBIX PECYPCOB.

AJIMUHUCTPUPOBAHUE CEPBEPOB.

Pacuér croumoctu cereBoro 000py10BaHUs U IPOrPaMMHOI0 00€eCIedeHHUS.

Perucrpanus noias3oBareie 10KaabHOU CETH.

OcyuiecTBiieHNE AaHTUBUPYCHOM 3aIUTHI.
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YueOHas MPpaKTHKA 108

Buasi pador:

1. HHcrpykTax nmo TexHuke O6e3onacHocTH. TpeboBaHMS K TEXHUKE O€30MacHOCTH NpH padoTe ¢ obopynoBanueM. OTpaboTKa HABBIKOB

OKa3aHWs IEPBOU TOMOILIIY.

2. YcraHoBka onepanuoHHo# cuctembl Windows server 2012R2; YcranoBka posiel, Ci1y0 U KOMIIOHCHTOB,;

3. Hactpoiika ciryx0s1 karanoroB AD DS; Coznanue nmomns3oBareneid, rpyIim mojib3oBateneit; HacTpoiika rpynimoBbIX MOMUTHK;

4. Hactpoiika DNS-cepsepa; Hactpoiika DHCP-cepBepa; Hacrpoiika WEB-cepsepa; YcranoBka u Hactpoiika FTP-cepeepa;

5. YcraHoBKa U HacTpoiika cepBepa 0a3-gaHHbIX; HacTpoiika daitnoBoro cepsepa;

6. HacTpoiika cucTeMbl pe3epBHOI0 KONMPOBAHUS CUCTEMBI;

7. YcraHoBka u 6a30Basi HACTPOIKa oneparnoHHoN cucteMbl Debian;

8. VYcraHOBKa M HACTPOWKA MPOTOKONA YIAIICHHOrO J0CTya KoHcou SSH;

9. VYcranoska u Hactpoiika WEB-cepsepa Apache2;

10. YcranoBka u HacTpoiika naTeprnperaropa PHP;

11. VcranoBka u HacTpoika cepBepa 6a3-IaHHbIX;

12. VcraHOBKa M HACTpOHKa KOHTPOJUIEpa TOMEHOB Samba;

13. Anaim3 coOpaHHBIX MaTepHaJIOB M OATOTOBKA OTYETA.

IIpou3BoacTBeHHAs] NPAKTUKA (10 NPOPUIII0 CIIENHATBHOCTH) 144

Buasi pador:

1. MHCcTpyKTax MO TeXHHUKe Oe3onacHocTH. TpeboBaHus K TeXHHUKe 0€30MacHOCTH MpH padoTe ¢ obopymoBanueM. OTpaboTKa HABBIKOB
OKa3aHWs IEPBOM ITOMOIIH.

2. YcTaHOBKa Ha cepBephl U pabovre CTaHIIMKU: ONEPallMOHHBIE CUCTEMBI 1 HEOOXOAMMOE AJisl pabOTHI TPOrpaMMHOE O0eceueHe.

3. OcymecTBiieHre KOH(GUTYPHPOBAHHUS TPOTPAMMHOTO 00ECIIEUEeHHS Ha CepBepax U pabOUYnX CTAHIIHSX.

4. Tlopnepxka B pabOTOCIIOCOOHOM COCTOSIHUM ITPOrpaMMHOE o0ecTiedeHe CepBepoB U pabOUNX CTaHIUH.

5. Perucrpanms mons3oBaTeneil JOKAILHOH CETH U TIOYTOBOT'O CepBEpa, Ha3HauaeT NACHTH()UKATOPBI  TAPOITH.

6. YcraHoBKa MpaB AOCTYIa M KOHTPOJIb UCTIOIB30BAHHS CETEBBIX PECYPCOB.

7. ObecneueHre CBOEBPEMEHHOTO KOMMPOBAHUSI, ApXUBUPOBAHUS H PE3E€PBUPOBAHNUS TaHHBIX.

8. TpuHsATHE Mep MO BOCCTAHOBIICHHIO PA0OTOCIIOCOOHOCTH JIOKATLHOM CETH TTPU COOSX WITH BBIXOJIE U3 CTPOS CETEBOr0 000Dy IOBAHUSI.

9. BrisBieHue ommMOOK MoIb30BaTeNeH M MPOrpaMMHOr0 00€CIICUeHNs U IIPUHATHE Mep 10 UX UCIPABJICHHUIO.

10.IIpoBeieHNEe MOHUTOPHHTA CETH, pa3padaThIBAaTh MPEJIOKEHHS TIO0 Pa3BUTHIO UH(PPACTPYKTYPBI CETH.

11.06ecnieuenne cereBoil O6e30MacHOCTH (3aMUTY OT HECAaHKIIMOHMPOBAHHOTO JIOCTYNa K WH(POPMAIMH, MPOCMOTPA WM H3MEHEHUS
CUCTEMHBIX ()aiiJIOB U TAaHHBIX ), 0€30MaCHOCTH MEXKCETEBOI0 B3aNMOICHCTBUSI.

12.OcymecTBnenne aHTUBUPYCHON 3aIl[UTHI JIOKAJIbHON BHIYUCIUTEIBHON CETH, CEPBEPOB U paOOYMX CTAaHIUH.

13.Yuacrtue B pa3paboTKe METOOB, CPEACTB M TEXHOJIOTUH PUMEHEHHsI 00BEKTOB MPOPECCHOHATBHON ACATEILHOCTH.

14.TIpoBeneHne mpohUIaKTHIECKUX pabOT HA 0OBEKTAX CETEBOM HHMPACTPYKTYPhI M pabOUMX CTAHITUAX.

15.YyacTre B MHBEHTApU3AIMN TEXHUIECKUX CPEICTB CETEBON MHPPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOJIS IIOCTYITUBILETO U3 PEMOHTA
o0opyToBaHUSI.

16.AHann3 coOpaHHBIX MaTEpPHUAaJIOB M MOATOTOBKA OTYETA.

Ok3aMeH (KBAJIH(PUKAIHMOHHBIH) 18




4. YCJOBUSA PEAJINBAIIMU TPOPECCUOHAJIBHOI'O MOAYJIA

4.1. MaTtepuajibHO-TeXHUYECKOe ofecreyeHue nNpodeccuoHaabLHOr0 MOIYJIs
IIM.02 Opranusanus ceTeBoro AAMUHUCTPUP OBAHUS

Peanu3zanusa npodeccuoHaIbHOrOo MOAYsS TpeOyeT HATMYuUsl y4eOHbIX KAOMHETOB:
A) Kaduner nuuopmarukm.

OcHalieHHOCTh yueOHOro KabuHera:

KomrutekT mebenu 11t yaeOHOTo Iporecca

MynpTMenuiiHoe  00OpyIOBaHWE:  MEPCOHANbHBIE  KOMIBIOTEpH — 12
IT.(MOAKIIOYEHHBIE K JIOKAIbHOW BBIYUCIUTENBHOM ceT U cetu «HtepHery»): [1IK
3 - ICL RAY S902.3, monutop ViewSonic VA2038W-LED; monutop 19"
ViewSonic TFT 19" VA916; cucrememunii Omok  P-Athlon64 X2
6000/1024*2M6/320 Gb/ knaBuarypa/mbiiib/koBpuk; ckanep MUSTEK Bear Paw
2400; mnpuntep Canon LBP-1120; mnpoektop wMyasTuMeauiHbiii —Hitachi;
KaJIbKYJISITOPBI.

CpencrBa oOydyeHud: y4yeOHasi JOCKa, CIPABOYHBIE IMOCOOMS M JUIAKTUYECKHIA
Marepuall, Meauareka (MyJbTUMEAua pa3pabOTKHM U TPE3CHTAlMU K YpoKam),
HKpaH.

B) JlaGopaTopusi opraHM3aluM W TPHUHIHMIOB TMOCTPOEHHS] KOMIbIOTEPHBIX
cucTeM.

Kommiekt Mebenu jy1st yaeOHOTro mpoiiecca.

MynsTuMenuiinoe obopynoBanue: komnbeioTepel — 28 mr.: [IK RAMEC GALE
LCD LG 23"/Intel i5 4590/MSI B85M-E45/2x4DDR3/GT740 2Gb/500Gb/knas,
MmbIb;, [TIK S404,2 400W/Intel Core 13 540/xnaB.,Mbiib,MoHUT. 21,5" VA2248-
LED; IK ICL RAY S902.1, knaBuart., Mblib, MoHuTOp ViewSonic 22" VA2232W-
LED; npuntep Canon LBP 1120; npoextop mynetumenuitasiii Hitachi CP-EX250;
npoektop myiastuMenuiinbii Hitachi CP-EX251N.

CpenctBa o0ydeHusi: HMCTOYHUK Oecnepeboitnoro mutanus APC  Smart-UPS
1000V A; xommyrarop Cisco Catalyst 2960; kommyrarop Trend Net N-Way Switch
TEG S160TX; kommyrarop WS-C2960-48TT ¢ konepropom; kommyraTop JIBC;
kommytatop Cisco Catalyst WS-C2960; IP- Bunmeoxamepa Nikvision, 2 mT.;
nmporpaMMHO-TexHrnYeckuii komruieke WS-C2960-48TS ¢ ycraHOBIEH. mporpam.
obecnieuenuem; touka npoctyna CISCO CAP 26021-R-K9; nocka mapkepnas
120x240 cMm

IlepeyeHb JTUIIEH3MOHHOI0 POrPAMMHOI0 00eceYeHHs:

1C: Hokymentoob6opor 8 KOPII (uuensust Ne75027601); 1C: Ilpenmnpusitue 8.
Kommiekt mns oOydenust (yuuen3uss Ne8922961); Microsoft Access (JuieH3us
NelM123460); Microsoft Office Standard (nmuuensuss Ne66059532 OPEN
96044930ZZE1711); Microsoft Project Professional (munensuss NelM123460);
Microsoft Visio Professional (muuensus NelM123460); Microsoft Visual Studio
Enterprise (mumensus NelM123460); Microsoft Windows Enterprise (mureH3us
NeIM123460); xomruiekr ['APAHT-Mactep (mmuensust Nel2-40272-000898);
Arent Dr.Web (mumensuss Ne QS34-HC7C-SD53-K5L2); wxommiaekt IO s
pelleHns] OCHOBHBIX IMOJIb30BaTEIbCKUX 3a/1a4 (cBoOomHO pacmp. [10); CnpaBounas

npaBoBass cucreMa «KoucynpTanT Ilmoc»  (kontpakt Ne2025 CB 2 ot
04.12.2024r)




B) IloMron  TeXHMYECKOr0 KOHTPOJISA W JHATHOCTHKHM  CeTeBOi
HH(PPACTPYKTYPHI.

Kommiekt Mebenu jy1st yaeOHOTro mpoiiecca.

MynsTuMenuiinoe obopyaoBanue: kommbiorepsl — 15 mr.: TIK S404,2 400W/Intel
Core 13 540/knaB., MbpIb, MOHHT. 21,5" VA2248-LED.

CpenctBa o0yuenus: konaurmonep Haier HSU-12RDO03; Touka moctyma CISCO
AIR- CAP 16021-R-K9 ¢ ycTaHOBIEHHBIM POTPaMMHBIM 00€CII€YeHUEM, IKPaH.
IlepeyeHb JTUIIEH3UOHHOT 0 MPOrPAMMHOI0 00ecTieYeH s :

1C: Ipennpustue 8. KommuekT mig oOydenus (muiieH3us Ne8922961); Microsoft
Access (mumenszuss  NeIM123460); Microsoft Office Standard (uneH3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (numen3us
NeIM123460); Microsoft Visio Professional (mumensust NelM123460); Microsoft
Visual Studio Enterprise (yumensust NeIM123460); Microsoft Windows Enterprise
(manen3us NelM123460); Arena (peructpamus Ha caiite); Powersim Studio 9
(munensuss NePSSTUDIO-101992-XNF70); Project Expert 7.55 Tutorial (auieH3ust
Ne20761N); kommiekt TAPAHT-Mactep (nmumensus Nel2-40272—000898); Arent
Dr.Web (munensuss Ne QS34-HC7C-SD53-K5L2); xommiekt 1O nmna pemeHus
OCHOBHBIX IOJIB30BaTEILCKUX 3a1a4 (cBoOoaHO pachp. I10); CrpaBouHas mpaBoBas
cuctema «Koncynprant Ilmroc» (konTpakt Ne2025 CB 2 or 04.12.2024r1);
IIporpammusbiii - koMiuieke "KommnbroTepHas pgenoBas wurpa "BU3HEC-KVYPC:
Makcumym. Bepcust 1" (sumensus NebBK-M1-KOJI-1168).

I') JlabopaTopus 3KCILIyaTaAMU 00bEKTOB ceTeBOil HHPPACTPYKTYPHI.
Kommiekt Mebenu jyist yaeOHOro mpoiiecca.

Mynberumenuiinoe o6opyaoBanue: komneloTepbl- 15 mT: RAMEC STORM Custom
17-3770K/8T'b/ mouutop LCD 21.5", kmaBuat., meib, 15 mr.; TTIK Intel Core
17/GA-Z77-D3H/DDRII 8Gb/500Gb SATA 1I/INWIN ATX-450, mouutop BenQ
G2450HM, xmas, wmbiub, 3 wmrT.; IIK Intel Core 17/GA-Z77-D3H/DDRIII
8Gb/500Gb SATAI/INWIN EARO003, monutop 24" BenQ G2450HM, knas,
mbimb, 2 wmr.; ITK P212.4 675W/Intel Core i7-2600/x1, mbimb, MoH. Ben Q
EW2430, 2 mr.

CpencrBa OOy4YeHHs: aHAIU3aTOp JUHEHHBIX KoMmMmyHuKauui YJIAH-2; mocka
mapkepras 100*¥200cm; UBIT UPS 1100VA, 7 mit.; kommyratop D-Link DES-3200-
28, 8 mr.; kommyrarop D-Link DES-3810-28, 2 miT.; KOMMyTaTtop; KOMILIEKC
samuthl nHGopmaruu Secret Disk 4.0; Kommieke 3amutel nHpopmaruu Secret Net
5.0, 2 wmr.; uHemuneuHbli sokatop SEL SP-61/M  "Katpau"; mpoekTop
mynapTuMenuiiabld - Hitachi  CP-X1250+pa3BerButens BUACOCUTHANA; CHCTEMA
BUOpoakyctuueckor 3amuthl "Conara-AB"; cuctema BUOpOaKyCTUYECKOM.3alUTHI
"Conara-PC2"; CIUIUT-CUCTEMA (HamoOJIBHO-TIOTOJIOYHBIH KOHIUITUOHED)
GeneralClimate CF24HRN1/GU24HRNI1; cpencrtBa orpaHu4eHus J0CTyna K
komnbioTepy AIIMJI3 "KPUIITOH-3AMOK/E", 3 1mT.; 5KkpaH HaCTEHHBIN
200*200cMm Braun Roll Vision;

IlepeyeHb JTUIIEH3MOHHOT 0 IPOrPAMMHOI0 00eCIeYeHUs :

Microsoft Access (sunensus NeIM123460); Microsoft Office Standard (nunen3us
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (munen3us
NeIM123460); Microsoft Visio Professional (mumensus NeIM123460); Microsoft
Visual Studio Enterprise (numensus NelM123460); Microsoft Windows Enterprise




(mumen3ust NeIM123460); komriekt TAPAHT—Mactep (mmumensus Nel2-40272—
000898); Arent Dr.Web (mmensust Ne QS34-HC7C-SD53-K512); kommekt [10
JUIs pElICHUsS OCHOBHBIX II0JIb30BAaTEIbCKUX 3adad (cBobogHo pacop. I10);
CnpaBounas paBoBas cuctema «Koncynerant [lmoc» (kontpakt Ne2025 CB 2 or
04.12.2024r; 1C:IIpennpustue 8. Kommekt ans oOydeHus. (IMIEH3UA
Ne8922961); Ilporpammusiii komiuieke "KomnbrotepHast nenosas urpa "BU3HEC-
KYPC: Makcumym. Bepcus 1" (nmuniensust NobK-M1-CET-1169); Cmeta-barupa 5.0
(mumensus Ne5451).

JloroBopbI 0 MPAKTUYECKO# MOAr0TOBKe:

— AO «Mapulickuii MalIMHOCTPOUTENbHBIN 3aBos» JloroBop Ne 1/2021 ot
01.02.2021 — GeccpoUHBIii.

—  O@wman [TAO «Pocrenexom» B Pecnyonuke Mapuit On [Jorosop Ne 83/2021 ot
27.01.2021 — GeccpouHBIH.

4.2. Undopmanmonnoe odOecneuenne mnpodeccuonaaibHoro monyas I[1M.02
Opranmn3anus ceTeBoro aAMUHNUCTPUP OBAHUS
OcHOBHasI ¥ IONIOJHUTENbHAS JIUTEpaTypa

Ne KomnuectBo

n/n . 9K3EMIUIIPOB,
CHuCcoK UCMOIb3yeMOH JINTepaTyphbl
UMEIoIINXCS B

(nevammuvle uzoanus, snekmpoHHble U30aHUS 3a NOCIeOHUe 5 iem) S —
b

ccbuika Ha OBC

OCHOBHAZ/ JINTEPATYPA
1 |boOpoBckmii, B. HW. PacmmpenHoe agMUHUCTPUPOBAHHE CETEBOM | DIEKTPOHHBIN
omepanoHHoir  cuctembl ~ GNU/Linux.  JlokaneHOE  cHUCTEMHOE pecypce

aAMMHHCTpUpoBaHHe: yuyeOHoe mocoboue / B. M. bobOposckuii, A. B.
Maraes, E. I1. XXypasens. — Cankt-IlerepOypr: CIIOI'YT um. M. A. bonu-
bpyesmnua, 2022. — 138 c¢. — ISBN 978-5-89160-252-6. — TekcT:
ANEKTPOHHbIA // JlaHb: snekTpoHHO-OMOMMoTeyHas cucrema. — URL:
https://e.lanbook.com/book/279176 Pexxum  jgocTyma: [Uisi  aBTOPHS3.
[10JIb30BATENEH

2 |bapanuukoB, A.M. Opranuzanus CceTeBOro aJIMUHUCTPUPOBAHUA: | DJIEKTPOHHBIN
yueOHuk / A.W. bapanumkoB, II.A. Bapanuukos, A.IO. I'pomos, O.A. pecypc
JlomreBa. — Mocksa : KYPC : UH®PA-M, 2020. — 384 c. - ISBN 978-
5-906818-34-8. - TekcrT: DJIEKTPOHHBIH. - URL:
https://znanium.com/catalog/product/1069157

3 |Tenraiikun, E. A. DKCILTyaTaius 00BEKTOB CETEeBOro | DJIEKTPOHHBIMN
aIMUHUCTPUPOBAHUSI. bezonacHocTb (G YHKIIMOHUPOBAHHUS pecypc
nHdopMaIMoHHbIX cucteM. JlabopaTopHble paboOTHI : ydeOHOE Mmocodue
s cnio / E. A. Tenraiikun. — Cankr-IlerepOypr : Jlans, 2022. — 80 c.
— ISBN 978-5-8114-8692-2. — Tekct: »anekTpoHHbli // JlaHb
ANEKTPOHHO-OUOIMOTeUHAS cucrema. — URL:
https://e.lanbook.com/book/197546

JOIIOJIHUTEJIbHAS JIMTEPATYPA

1 |’KypasaeB, A. E. KopnopatuBHble HHGOPMAIMOHHBIE CHUCTEMBL. | OJIEKTPOHHBIN
AJMUHUCTPUPOBAHHUE CETEBOTO JIOMEHA : yueOHOe mocodue s cro / A. pecypce

E. XKypasnes, A. B. Makmanos, JI. H. Teinasikaps. — 2-e u3ga., crep. —
Canxkr-IlerepOypr : Jlans, 2021. — 172 ¢. — ISBN 978-5-8114-8417-
1. — Texcrt : 2neKTpoHHbIH // JIaHb : 3JIeKTPOHHO-OMOIMOTEYHAs CHCTEMA.
— URL.: https://e.lanbook.com/book/176675



https://e.lanbook.com/book/279176
https://znanium.com/catalog/product/1069157
https://e.lanbook.com/book/197546
https://e.lanbook.com/book/176675

Hsaraos, I1. A. [IpuHIUOBl MOCTPOEHHUS U OpPraHU3alMs KOMIIbIOTEPHBIX
cereii: yuebHoe mocoouwe / II. A. JarmoB; FOxubli denepanbHbIN
yHuBepcuteT. - PocroB-nHa-Jlony ; Taranpor : M3pgarensctBo FOxHOro
denepanpHoro ynusepcurera, 2022, - 127 c. - ISBN 978-5-9275-4109-6. -
Texker: 3JIEKTPOHHBIN. - URL:
https://znanium.com/catalog/product/2057607

DNIEKTPOHHBIN
pecypc



https://znanium.com/catalog/product/2057607

5. KOHTPOJIb MU OIEHKA PE3VYJbTATOB OCBOEHMUA
IMPOPECCHOHAJIBHOI'O MOAYJIA

KoHTposlb M OLEeHKa pe3ynbTaToB OCBOEHUS MPOPECCHOHAIBHOIO MOMYIIS
OCYILECTBIISIETCS MIpenoAaBaTesieM B (popMe TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH U
IIPOMEKYTOYHOU aTTECTALIAH.

[IpoMexxyTouHas  arTecTalusi UMEET LENbI0  ONPENEeIUTh  CTENEHb
JOCTUKEHMSI 3aIlVIAaHUPOBAHHBIX PE3YNIbTaTOB O0Y4YeHMs MO NPOodecCHOHATbHOMY
Monyr0 3a nepuon oOydeHus. DopMa NPOMEKYTOUHOW aTTeCTallM -
nuddepeHIpoBaHHBIN 3a4€eT, FK3aMeH (KBaTU(UKAITMOHHBIN).

Texymuii KOHTPOJIb YCIEBAEMOCTH OCYILECTBIIIETCS B MPOLIECCE MPOBEACHUS
MPAKTUYECKUX 3aHATUN M JTAOOpATOPHBIX pabOT, 0OecrneynBaeT OLEHUBAHUE XOJa
OCBOEHHUSI MOYJIS.

@opMBbI TEKYHIETO KOHTPOJS YCIIEBAEMOCTH: TECTUPOBAHME, YCTHBIM OMpOC,
JTOKJIa]Ibl, BBITIOJIHEHUE IIPAKTUYECKUX " 71a00paTOPHBIX padoT.



No

HaunmenoBanue TeMbl

Kon dhopmupyemoit
KOMTIETeHIIUN

Pe3ynbTatel 00y4eHus o npoecCuoHaTLHOMY MO0

yMEThb

3HaThb

DopMBI KOHTPOJISA

M/K.02.01 AAMMHUCTPHPOBAHHE CETEBBIX ONIEPALMOHHBIX CHCTEM.

1. | Tema 1. YcTanoBka u IK 2.1 — MPOCKTHPOBATH | — OOIIME HPHHIMIBI MOCTPOeHHs | TeKyiui KOHTPOJIb
Hactpoiika Windows Server K 2.2 JIOKAJTbH VIO CeTh, | ceTel, CETEBBIX TOIOJIOTHIL, | Tlefarora B opMe OIIEHKU
2012 R2. K 2.3 BBIOMpPATh  CETEBBIE | MHOIOCIOMHOM MOJENN OSI, | pemeHus 3ana4, 3alIUThHI

I[IK2.4 TOITOJIOTH U, TpeOOBaHWH K  KOMIIBIOTEPHBIM | JaOOPAaTOPHBIX pabor.
OK.01-OK.11 —  HCHOJL30BaTh CETAM, HToroBbrit KOHTPOJIb B

2. | Tema 2. K 2.1 MHOrOQYHKIMOHAIL | — apXUTEKTypy nportokonos, | opme sk3amena
AJMUHUCTPUPOBAHHE IK 2.2 HbIC npubOpkl | CTAaHAAPTU3AMU  ceTelf,  7TanoB | (KBaIM(pUKALKMOHHOIO).
Windows Server 2012 R2. IIK 2.3 MOHHTODPHHTA, IPOEKTHPOBAHHUS CeTeBOi

1K 2.4 POrPaMMHO- UH(PACTPYKTYPHI;
OK.0I-OK.11 anrapaTrHble — 0a3oBbIE MIPOTOKOJIBI u
CpeacTBa TEXHOJIOTMH JIOKAJIbHBIX CETEH;
TEXHUIECKOro —  TIPUHIUIBI MMOCTPOCHHUSA
KOHTPOJIA BBICOKOCKOPOCTHBIX JIOKaJIBHBIX
JIOKAJIbHOHU CCTH. CeTeH;
3. | Tema 3. OcHoBrI Linux. IIK 2.1 - CTaHJapThI KaOejlef, OCHOBHEIE
IIK 2.2 BUIBI KOMM YHUKAIITUOHHBIX
IIK 2.3 YCTPOWUCTB, TEPMUHOB, IIOHATHUH,
1IK2.4 CTaHJApPTOB M THUIIOBBIX 3JICMEHTOB
OK.01-OK.110K 11 CTPYKTYPUPOBAHHOM KaOeNbH Ol
CHCTEMBI.

MK.02.02 IIporpammHoe oOecneyeHne KOMINbIOTEPHBIX CeTeil.

4. | Tema 1. [IpoekTupoBaHue u K 2.1 — TPOEKTHPOBaTh | — OOIIME TNPHHIMUIIBI ITOCTPOEHUs | TEKyIui KOHTPOJIb
peanu3aius cepBepHOM K 2.2 JIOKaJIbH IO ceTb, | cerel, CETEBBIX TornoJIoruii, | negarora B opMe OLlEHKH
UH(PPACTPYKTYPHI. [IK2.3 BBIOMPATh  CETEBBIC | MHOTOCIOWHOM MOZCIIH OSI, | pemieHus 3aaadv, 3aIIUTHI

K 2.4 TOTIOJIOT U U, TpeOOBaHUH K  KOMIIBIOTEPHBIM | JaOOPaTOPHBIX pabor.
OK.01-OK.110K 11 HCIIOJIh30BaTh CETIM; Urorossrit KOHTpPOJb B
MHOTO(QYHKIIMOHATb | — apXHTEKTYpy npoTokonos, | Gopme sKk3amena
HBIE NpUOOPHI | cTaHAAPTH3ALMU  CETel,  DTamoB (xBanM(UKALMOHHOTO).
MOHHTOPHWHTA, MIPOCKTUPOBAHHUS CeTeBOi
MIPOrPaMMHO- UHOPACTPYKTYPHI;




armapaTHble
CpencTBa
TEXHUYECKOT0
KOHTPOJIS
JIOKAJTBbHOM CETH.

— 0a30BBIE MIPOTOKOJIBI u
TEXHOJIOTHUH JIOKAJIbHBIX CETEM;

—  IPUHIUIBI MTOCTPOECHUS
BBICOKOCKOPOCTHBIX JIOKaJIbHBIX
CeTeH;

- CTaHAapThl KaOeneil, OCHOBHBIC
BH/JIBI KOMM YHUKAITHOHHBIX
YCTPOMCTB, TEPMHUHOB, TIOHATHH,
CTaHAAPTOB M THUIIOBBIX 3JIEMEHTOB
CTPYKTYpPHUPOBAHHOMI KabelbpHOon
CHUCTEMBI.

MAK.02.03 Opranuzauus aIMUHUCTPUPOBAHHUS KOMIIbIOTEPHBIX CHCTEM.

5. | Tema 1. IlpoexktupoBanue u IK 2.1
peanu3anus CepBEPHO [IK 2.2
HH(PaCTPYKTYPHI. K 2.3

K 2.4
OK.01-OK.110K 11

6. | Tema 2. Peammzanus IIK 2.1
MPOJIBUHYTOM CEPBEPHOMU K 2.2
UH(PACTPYKTYPBHI. K 2.3

IIK 2.4

OK.0I-OK.110K 11

— IPOEKTHPOBATH
JIOKaJIbHYIO CeTb,
BBIOMPATh  CETEBBIC
TOIOJIOTHIH;
UCIOJIb30BaTh
MHOTO(YHKIIHOHAJb
HbIE npubopbI
MOHUTOPHUHTA,
IIPOrpaMMHO-
anrmapatHble
cpencrsa
TEXHUYECKOI0
KOHTPOJIS
JIOKQJIBHOW CETH.

— oOupe NPUHIMIBI MOCTPOCHUS
ceTew, CETEBBIX TOIIOJIOT UM,
MHOT'OCJIOHHOMI MO OS],
TpeOOBaHUN K  KOMIIBIOTEPHBIM
CeTsIM;

—  apXUTEKTYpy
CTaH/IapTU3ALNHI
MIPOEKTUPOBAHUS
UH(QPACTPYKTYPBI;
— 0azoBhbIe IPOTOKOJIBI u
TEXHOJIOT UM JIOKAJIbHBIX CETEH;

—  TPUHIUIBI MOCTPOCHUS
BBICOKOCKOPOCTHBIX JIOKAJTBHBIX
CeTeM;

- craHgapTel KaOemneil, OCHOBHbBIE
BH/JIbI KOMM YHUKAIIUOHHBIX
YCTPOWMCTB, TEPMUHOB, TMOHSATHUH,
CTaH/IapTOB M THUIIOBBIX JJIEMEHTOB
CTPYKTYpPHUPOBAHHOMN KabepHOn
CHCTEMBI.

MPOTOKOJIOB,
ceTeM,  DTamoB
CETEBOM

Texymmii KOHTpOJIb
negarora B ¢oopMe OLIEHKU
pelieHust 3agadv, 3amuThl

1a00paTOPHBIX pabor.
HTOroBeii  KOHTPOJb B
(dhopme sK3aMeHa
(xBamM(PUKAITMOHHOT 0).




Kpurepuu ouneHuBaHusi pe3yJbTaTOB O0y4eHHs] IO NPO(eCCHOHATIBLHOMY
MOIYJIIO, IKAJIA OLleHUBAHUS

Kpurepuu onieHnBanus:

- YCBOEHHE MPOrPpaMMHOT0 TEOPETUUYECKOro Marepuayia (00beM 3HaHUU, TIIyOHWHA
YCBOCHHS);

- YMEHHUE H3JIarath MPOrpaMMHBIA Marepuan (4eTKOCTh, TPAMOTHOCTh U3JIOKEHUS
MaTrepualia, TOUHOCTh M MOJHOTa BOCITPOU3BECHUS yueOHOTO MaTepuana);

- YMEHHE NPUMEHATh TEOPETUUECKUE 3HAHUS HA MPAKTUKE.

I[lIkaJjia OIlEHUBAHUA:

Pe3ynbrarsl caauu nudepeHITnPOBaHHOT O 3auera, AK3aMeHa
(KBaIM(PUKAIITMOHHOTO)  OIIEHUBAIOTCS MO  IIKaJE  «OTJIMYHO», «XOPOIIOY»,
«YJOBJIETBOPUTEIBHOY, «HEYAOBIETBOPUTEIHHOM.

OrneHka «OTJIIMYHO» BBICTABISICTCA OOYyYaIOMIEMYCsl, KOTOPBIA TJIyOOKO H
IPOYHO YCBOWJI MPOTrpaMMHBIA MaTepuals, NpOSBISET 3HAHHE OCHOBHOW U
JIOMOJIHUTENIbHOW JIUTEPATYPhI, TPAMOTHO, JIOTUYECKA CTPOMHO U apryMEHTUPOBAHO
M3JlaraeT Marepuall, JaeT UCUEPIILIBAIONINE OTBETHI HA MOCTABJICHHBIE BOIPOCHL. B
OTBETE€ TECHO YBS3BIBAECTCA TEOPHUSI C MPAKTUKOW, MpPU ITOM OOY4YaIOIIMICS He
3aTPYAHSIETCA C OTBETOM IPU BUIOM3MEHEHUU 3aJlaHMs, CBOOOJHO CHPABIISECTCS C
MPAKTUYECKUMHU 33TaHUSIMU.

OneHka «XOpOIIO» BBICTABISIETCS OOydYaIOIIEMYCs, TBEPAO 3HAIOIIEMY
MpOrpaMMHBIA MaTepHuall, KOTOPbI M3J1araeT €ro rpaMoOTHO M IO CYIIECTBY, HE
JIOMYCKAaeT CYHIECTBEHHBIX HETOYHOCTEM B OTBETE HA BOIPOC, MPABUIBHO
MIPUMEHSIET TEOPETUUYECKUE MOJIOKEHUS MPU PEHIEHUU MPAKTUUYECKUX BOMPOCOB U
3aJlau, He UCTIBITHIBAET 3aTPYAHEHUM C OTBETAMU HA BOIPOCHI.

OrneHka «yIOBIETBOPUTEILHO» BBICTABISIETCS O00ydYaromemMycsi, KOTOPBIH
MMEET 3HaHUs TOJIbKO OCHOBHOIO MarTepuajia, HO HE YCBOWJ €ro JeTaliei,
JIOMYCKaeT HETOYHOCTH, HEJIOCTATOUYHO TMpaBUJIbHBIE (OPMYJIUPOBKH, UCIBITHIBACT
3aTpyIHEHUS MPHU BHITIOJTHEHUN MTPAKTUYECKUX PaOOT.

OlLieHKa «HEYIOBJIETBOPUTEILHO» BBICTABIISICTCS OOYUYAIOIIEMYCsI, KOTOPBIM HE
3HAET 3HAYMTEJILHOM YacTW MPOrpaMMHOr0 MarepHalia, JTOMYCKAeT CYIECTBEHHbIE
OIMMOKHA, HEYBEPEHHO, C OOJIBIIMMH 3aTPyJHEHUSMH BBITIONHSACT MPAKTHUYCCKUE
paboTHI.




JlonmoiHeHUsI U U3MeHeHHs K padoueii mporpaMMe Ha y4eOHbIi 1oy

JlomomHeHus: 1 M3MeHeHus K padoueit mporpamme Ha 2024-2025 yueOHbIN T0O1
no  npoeCCHOHAIBLHOMY  MOJIYJIIO 1IM.02 Opranuzanys  CETeBOro
aJIMMHHUCTPUPOBAHHUS: B pa3ziesl Y CIOBHs peau3aluy NpoPecCHOHaTbHOIO MOAYJIS
(myakt HuabopmarmonHoe obecreueHre MpodecCUOHATIBHOTO MOJYJIs) BHECEHBI
V3MEHEHUS B CIMCOK OCHOBHOM U JIONIOJIHUTEJIBHOU JINTEPATYpPHI.

JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMmMe oOCYXKIE€HbI Ha 3aCeIaHuu
[MHK nHpOpMAaLIMOHHBIX TEXHOJIOTHUH.

«30» aBrycra 2024r. (mpotokoin Ne 1)

[Mpencenarens [THK [ M./% /J1.1.Jlorunosa/
/



JlonmoiHeHUsI U U3MeHeHHs K padoueii mporpaMMe Ha y4eOHbIi 1oy

JlomomHeHus: 1 3MeHeHus K padoueit mporpamme Ha 2025-2026 yueOHBIN rox
no  npoeCCHOHAIBLHOMY  MOJIYJIIO 1IM.02 Opranuzanys  CETeBOro
aJIMMHHUCTPUPOBAHHUS: B pa3ziesl Y CIOBHs peau3aluy NpoPecCHOHaTbHOIO MOAYJIS
(myakt HuabopmarmonHoe obecreueHre MpodecCUOHATIBHOTO MOJYJIs) BHECEHBI
V3MEHEHUS B CIMCOK OCHOBHOM U JIONIOJIHUTEJIBHOU JINTEPATYpPHI.

JloronHeHus: 1 U3MEHEHUs B pabodeil mporpamMmMe oOCYXKIE€HbI Ha 3aCeIaHuu
[MHK nHpOpMALIMOHHBIX TEXHOJOTHH.

«30» aBrycra 2025r. (mpotokon Ne 1)

[Mpencenarens [THK [ M./% /J1.1.Jlorunosa/
/



